DUO AUTHENTICATION REGISTRATION:
USER GUIDE

Learning to Register your device with Duo

[Type here]



To get started with Duo Authentication Registration for VPN, open your browser and
navigate to https://secure.med.harvard.edu/hms-duo. Enter your eCommons/AD
credentials and click “Sign In”.

Welcome to the
Pulse Connect Secure

username _—‘ Please sign in to begin your secure session.

password [eseeeese |

On your screen you will see “Protect your Harvard Medical School Account”. Click “Start
Setup”

Protect Your Harvard Medical
School Account

Two-factor authentication enhances the security of your account by using
a secondary device to verify your identity. This prevents anyone but you
from accessing your account, even if they know your password.

What is this? [§

This process will help you set up your account with this added layer of
Need help? security.

Powered by Duo Security
Start setup
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Choose which device you will authenticate with from the list (HMS IT is encouraging

mobile phone authentication) and click “continue”

Ve

3 £ Y

What type of device are you adding?

®  Mobile phone RECOMMENDED

Tablet (iPad, Nexus 7, etc.)

O
O Landline
O

U2F token (Requires a U2F token compatible browser)

What is this? [
Need help?

Powered by Duo Security

If you selected Mobile Phone:

Enter your mobile phone number, check the box below to confirm your number is correct,

then click “continue”.

QRIS TS

Enter your phone number

United States v

+1

6174322000 ‘ v

ex: (201) 234-5678
(617) 432-2000 This is the correct number.

What is this? 7
Need help?

Powered by Duo Security

If prompted, enter the phone type of your mobile phone and click “continue”.

iPhone
Android
BlackBerry

Windows Phone

O OO0OO0O0

What is this? [{
Need help?

Other (and cell phones)

Powered by Duo Security

What type of phone is 617-432-20007
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Verify your mobile device by selecting if you want to receive a call or text for
authentication. After you have selected an option you will receive a phone call or a text
with a 6-digit code. Enter the code and click “Verify”, then click “Continue”.

Verify Ownership of 617-

1. We can call or text you with a verification code.

Callme I Textme

2. Enter your 6-digit code:

What is this? 4

Need help?

Powered by Duo Security

After verifying your device you will be prompted to select a log in verification option - keep
the default selection of “Ask me to choose and authentication method”.

g VE[@[R1 [@ris)y My Settings & Devices

=l

‘ @ Mobile 617-432-2000 JUSTADDED ’

+ Add another device

What is this? CF Default Device:  Mobile 617-432-2000

Need help?
When llogin: | Ask me to choose an authentication method Vv

Powered by Duo Security
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Click “Continue to Login”. You are now registered for Duo Authentication and can proceed
to log in with new Duo Authentication verification.

“‘ugr )
<4 -
==

El llggt Choose an authentication method

W Duo Push RECOMMENDED Send Me a Push
]
S Q call Me Call Me

What is this? [4 Passcode Enter a Passcode

Add a new device

My Settings & Devices
Need help?

Powered by Duo Security

If you select “Enter a Passcode” you will receive a text with a 6-digit code, that is your one-
time passcode for this log in period

If you select Call Me you will receive a verbal 6-digit code that is your one-time code for this
log in period

If you select “Send Me a Push” you will receive a notification from your Duo app to confirm
by clicking “Accept”
1. You will need to have the Duo Authentication App on your mobile device (See
addendum to this document for documentation on using the Duo Security App)

Now you are logged into VPN web, and will need to reconfigure your Pulse Secure Client.

If you selected Tablet:

Select Tablet type and click “Continue”.

What type of tablet are you adding?

® jos (iPad, iPod Touch)
O Android

What is this? 4
Need help?

Powered by Duo Security

If you select i0S (ipad, etc.), Install the mobile app for iOS and then click “I have Duo Mobile
Installed”.

5
Duo Authentication Registration: User Guide
Updated: Navember 17, 2016



Install Duo Mobile for iOS

search for "Duo Mobile".

download the app.

Duo Mobile

Duo Security o1

duo mobile
should be able to send push

notifications.
| have Duo Mobile installed

What is this? ¥
Need help?

Powered by Duo Security

. Launch the App Store app and

. Tap "Get" and then "Install" to

Tap "OK" when asked if Duo Mobile

Next, Activate the Duo mobile app on your iOS device by scanning the barcode and then

clicking “Continue”

BVEIBIR

—) =

/T

Activate Duo Mobile for iOS
1. Open Duo Mobile.

E 2. Tap the "+" button.

-~ :¢ 3. Scan this barcode.
L ]

Or, have an activation link emailed to

13

you instead.

What is this? 7
Need help?

Powered by Duo Security

If you select Android, Install the mobile app for Android and then click “I have Duo Mobile

Installed”.

Install Duo Mobile for Android

1. Launch the Google Play Store
and search for "Duo Mobile".

2. Tap "Install" to install the app.

n Duo Mobile
D0 BT o
Back | have Duo Mobile installed

What is this? 7

Need help?

Powered by Duo Security

app

Next, Activate the Duo mobile app on your Android by scanning the barcode and then

clicking “Continue”
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Activate Duo Mobile for Android

1. Open Duo Mobile.
2. Tap the "+" button.
3. Scan this barcode.

Or, have an activation link emailed to

you instead.

What is this? 4

Need help?

Powered by Duo Security Back

If you selected Landline, enter your landline phone number, check the box below to confirm
your number is correct, then click “continue”. (You must be near your landline at time of
authentication and set up)

3| VIE @R [ Ts] Enter your phone number

A N
T’;ﬁ United States v
5

+1 | 6174323222 v
What is this? 4 ex: (201) 234-5678
Need help? Extension:

Powered by Duo Security ’

(617) 432-3222 This is the correct number.

After entering your landline information, you will be prompted to select a log in verification
option, keep the default selection of “Ask me to choose and authentication method”. Click
“Continue to login”.
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$us§ My Settings & Devices

‘ QY Landline 617-432-3222 JUST ADDED ’

+ Add another device

What s this? § Default Device:  Landline 617-432-3222
Need help?
When Ilogin: | Ask me to choose an authentication method v

Powered by Duo Security

You are now registered for Duo Authentication with a landline and can proceed to log in
with new Duo Authentication verification. To proceed with logging in please select “Call
Me” as an authentication. A Bypass Code is not a valid authentication method for HMS.

Choose an authentication method

Q' call Me Call Me

Bypass Code Enter a Bypass Code

What is this? 4

Add a new device

My Settings & Devices
Need help?

Powered by Duo Security
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